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ConfigServer Security & Firewall (hay CSF) la ma» ™t firewall ra®¥%t pha»e bia%: n va hia»fu quact A'E°a»£c
sé»- da»¥ng trén cac server Linux hid»1n nay. Bén ca®jnh nhé» ng tinh nAfng c/&j ba°En nh/A°® ma» ™t
firewall, CSF con c6 nha» ng cha»©c nAfng ba°£o mac-t nang cao khac nhZ&° ngAfn ch&°-n flood login, port
scans, SYN floods...

HAE° &»ng da°«n cai A‘a°t:

Cai A'4°t module Perl cho CSF script

#yum install perl-libwww-perl

Ta°£i CSF

#cd /tmp

# wget http://www.configserver.com/free/csf.tgz

Cai A'a°t CSF

# tar -xzf csf.tgz

# cd csf sh

# install.sh

Ca%u hinh CSF:

Ma°-c A'a»<nh thi script trén sa°% cai A‘4°-t va ch&®jy CSF a»Y cha®; A‘a»™ “Testing”, c6 nghA®©a la server
lGc nay ch/E°a A'/E°A»£c bA®£o vart toan did»En. Asa»f ta°t cha®, A'a»™ “Testing” ba®in ca®8n ca®¥u hinh
cac la»ta cha»en TCP_IN, TCP_OUT, UDP_IN va UDP_OUT cho phu ha»£p va»»i nhu ca°gu.

Ma»Y file ca®¥u hinh CSF

# vi letc/csf/csf.conf

Cha»%enh sax»-a cac théng sa»‘ cho phu ha»£p

# Allow incoming TCP ports
TCP_IN ="20,21,22,25,53,80,110,143,443,465,587,993,995"
# Allow outgoing TCP ports

TCP_OUT ="20,21,22,25,53,80,110,113,443"
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# Allow incoming UDP ports

UDP_IN ="20,21,53"

# Allow outgoing UDP ports

# To allow outgoing traceroute add 33434:33523 to this list
UDP_OUT ="20,21,53,113,123"

Khi A‘4 ca®u hinh xong, ta°t cha%;, A‘a»™ Testing ba°+ng cach chuya»fn TESTING = “1” thanh TESTING
- “ O”

LA°u file ca®¥u hinh la°ji.
Cha°jy CSF va ca®u hinh cho CSF ta»+ kha»Yi A‘d»™ng khi kha»Yi A‘a»™ng 1a%ji ha»1 A‘ia»eu hanh
# chkconfig --level 235

# csf on service csf restart
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